Administration Risk Register 2021/22 Quarter 3
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Imy ict
" 8 Total Total
Risk Risk HAR R £lg|5 |3 | e | Reviewed
group _|Ref. _|Risk Risk Owner | £ [§ 8] 8 | £ | score Control actions R HEEE P Changes made during review
TREAT
Incorrect data due to employer error, user 1) Update and enforce admin strategy to assure employer reporting compliance ) NS, )
error or historic error leads to service 2) Northern Trust provides 3rd party validation of performance and valuation data. Jan 2022 Data cleansing is taking place, using tools at our disposal,
Sror or ISR ¢ . . ! ) " g inlcuding the Hymans Brain tool and the Common & Conditional data
A1 | disruption, inefficiency and conservative | Tom Lewis | 3| 1|3 | 7 | 3 [ 21 |3)Pension Fund team, Pension Fund Committee and Local Board membersare | 3 [ 1 (3| 7 [ 3 | 21 | uan22 e e o e o e
actuarial assumptions. able to interrogate data to ensure accuracy. g ¥
underway, as are work to remove C&C data errors.
TREAT
1) Review processes to ensure workflows are in line with regulatory requirements Jan 2022: Partnership working with our system supplier Heywood began
2) Document processes and ensure guidance and checklists are in place in December 2021 to carry out visual stream mapping, with the aim of
3) Report updates to the Local Pension Board. how and where any
improvements could be made. Plans are to revisit the death process to
) ensure we maximise the system, which will be folowed by the transfer
a2 | Processes donotal haveastandardised | Colette |, 1, [,| ¢ |, olalalel P i el netves ey
approach and could lead to inefficiencies | Hollands
‘Oct 2021:The processes for immediate payments and Admin to Pay have given
tighter controls around payments to members. The review of the death process
and transfer process has reduced the risk of overpayments and created greater
efficiencies.
TREAT
1) Include monitoring of task follow-up times as part of the revised service standards Jan 2022: A pilot to re-introduce the auto allocation functionali
in the Administration Strategy admin system has taken place during Janaury within one hub team. The
: o pilot has been successful, which has led to an expanded pilot to take
Failure to follow up on outstanding issues G place in Feb 2022. If all meets expected lelvels and there are no signs of
A3 results in inefficiency and damaged @enhes 11|35 3 1[1]3(s 3 Jan-22 ‘any impact on the KPls, we intend to roll this out in full for March 2022.
reputation.
Oct 2021: ‘New allocation approach has put controls around this and the tasks
are now updated in Alair to ensure the task s flagged at each reply due check
point.
TREAT/TOLERATE - o
1) Ensure system efficiency is included in the annual improvement review. Jan|2022: Injaddition o the work outlined in A2, we have also
2) Monitor system review and provide extra resource where business case supports recently received reasonable assurance rating for the controls in
it place for Altair. We will work through the agreed actions with audit
Lack of capabiliy of the admin system leads |  Coe1® e fithegoneniupiconties
A4 e s Hollands / |2 [2|1] s | 2 2f2]|1|5 ]2 Jan-22
SLCISCTRFE LI ZULE Tom Lewis Oct 2021: 'All upgrades now undertake a thorough UAT approach to ensure any
fixed updates are tested thoroughly. Where any new developments are optional
and require configuration, these are decided intemnally by management to be in
line with service objectives. Results of systems audit will be provided at the next
board meeting.
[T Jan 2022: iConnect was introduced in Jan 2021 for all employers where
1) Ensure reconciliation process notes are understood by Pension Fund team 2 PVEL:
I ° the Surrey County payroll carry out the payroll services. With
o ’ 2) Ensure that the Pension Fund team is adequately resourced to manage the > i !
Poor reconciliation process leads to incorrect e approximately 100 employers now providing monthly data and with a
contributions. c o - : series of validation reports run to identify any anomolies such s incorrect
2 3) Officers to undertake quarterly reconciliation to ensure contributions are paid on 5|2 a2 Rl o T a2
time. With a view to moving to monthly reconciliation as employers engage with I- 5 HUBLES (o rge prop
ey the active membership. Work contiues in the accounts section of the
team as to how this can be best used to validate all contribution figures
supplied.
TREAT
B = ey e Fundand
= o e e administration-teame , o )
g P 3 2P Officer developing- Standard-Operati for-al 6|3 Jan-22 Risk similar to A2, proposing to remove.
T T S S P S ;
TREAT
1) Implementation and monitoring of a Staff Training and Competency Plan as part Training plans and matrices are now in place for all staff to enhance
Unstructured training leads to under ) of the development programme. o2 P development, including formal external training which provides
developed workforce resulting in inefficiency. 2) Encourage and support formal training. accreditation. The introduction of a Training Officer has formalised this
and reduced the risk, giving the structure required.
TREAT/TOLERATE
1) Establish transparent lines of communication between Orbis partnership leads
——— " d local service areas LU ing migrated i i
Conflicting pricrities (Orbis, SCCvsSPF, Endiices L : ’ : Jan 2022: With the final LOBO partner having migrated in January, its
Pensions pooling) leads to lack of overall 2 §; g;%‘:::i ';‘:;‘f"‘:l’s":t?;‘“’o’;‘(;te Pension Fund Committee and Local Pension Board 7|2 Jan-22 proposed this risk be closed as we are now a single provider to Surrey
strategy, confusion and missed opportunities. igorou ation oftasks Scheme only.
2 Gt 4) Disolution of Orbis will mitigate this risk. ¥
TREAT
1) There is generally good internal controls with regard to the management of the
Non-compliance with regulation changes fund. These controls are assessed on an annual basis by internal and exteral audit
relating to the pension scheme or data s well as coundil officers, X Jan 2022: Breaches will be monitored, recorded and reported to LPB. Full
protection leads to fines, penlties and s | 24 |2 Throush strang govemance amangements and the active reporting of issues, the ol s Octa1 | update on this can be found in Pension Admin section of the LPB report.
damage to reputation. Fund wil seek ta report all breaches as soon as they occur in order to allow Refunds: Full tracing to be explored to ensure we pay any unfound
mitigating actions to take place to limit the impact of any breaches. members that qualify. Any potential breaches will be reported as required.
3) Ensure processes are completed in  timely manner and that post 2014 refunds
are paid within 5 years.
TREAT
1) 'How 1 notes in place. Jan 2022: Itis expected with the new Surrey Pensions Team
Gaps in skills and knowledge due to key 2) Development of team members & succession planning needs to be improved. structure being introduced, with the support of suitable training
person/single point of failure and different skill 3) Officers and members of the Pension Fund Committee will be mindful of the plans across the service, this risk will be mitigated fully.
requirements leads to inefficiency and poor 3 | 21 [proposed CIPFA Knowledge and Skills Framework when setting objectives and ol Jan22
performance. establishing training needs. Oct 2021:Training plans and matrices are now in place for all staff to
4) Skills Matrices completed by all staff and standardised Personal Development enhance development, including formal exteral training which provides
Plans being introduced. accreditation. The introduction of a Training Officer has formalised this
and reduced the risk, giving the structure required.
TREAT
S S S s Y —
Failure o-get-on-op-of the-backlog-leads-to—| 3y Backiog to beclosaly o ent board—
A1 rosource Isstes-and-management— NN [2[2]a] 8|4 Pekleg e 2 op 2(2fafs |4 Jan-22 Risk similar to A23, proposing to remove.
distractions- 3} Consideration-being-gi e et of the-backk
TREAT
1) GMP to be closely monitored by the management board. Jan 2022: The project is ongoing with project management
2) Stage 1 reconciliation reviews has been completed. » assigned, along with system specialists to support any testin
b Failure to identity GMP liabilty leads to 3) Mercer have been appointed to carry out an intermim stage 2 review risks of this are mitigated through agreed plans with the supplier
e A12 h 5 for th o fund TomlLewis | 2|2 2| 6 [ 4 [ 24 |4) GMP Reconciliation project is being progressed by Mercer (formerly JLT). 2|2|2]|6]2 Jan-22 | and our teams, with work expected to be finished in the summer of
ongoing costs for the pension fun 5) Separate updates being issued. 2022,
I
i Oct 2021: "Update in the admin report, please refer to this.
v TREAT/TOLERATE
. Inability to respond to a significant event 1) Disaster recover plan to be closely monitored by the management board.
Pl (g oro m‘; o egdi sruption and 2) Ensure system security and data security is in place
r damage to reputation. Coetie 3; B B g o o e o ested ops Jan 2022: It has been planned to run the disaster recovery reversal
v A3 il EIEIEI R B e ly Yy sla|afo |1 Jan-22 program later in 2022. This will ensure we have fully tested the DR
5) Gain assurance from the Fund's custodian, Northern Trust, regarding their cyber process should we encounter a major IT issue.
security compliance
6) Tolerate consequences of McCloud judgement.
TREAT
1) Regular appraisals with focused objectives for pension fund and admin staff Jan 2022: Propose this risk be closed as there are controls in place
2) Productivity outputs are being measured and reported on a monthly basis. (DT 2 1 T i S |G o 0 [ e
3) Enhance performance management
" L Oct 2021: "Weekly Team meeting and weekly 121 meetings have been in
Lack of productivity leads red € °
A4 -ack of product ':xm: 0 Impair NW 2|2|2| 6|4 20 1|1|1fa]a Jan-22 | place over the last 9 months to create a focus on quickly and effectively.
: making improvements, raising risks and celebrating successes. In
conjunction with the introduction of the new allocation process, coupled
with increased productivity as outlined in the administration report, this
Tisk is being mitigated but should stil be monitored.
TREAT:
1) Annual customer feedback survey to be carried out.
2) Quarterly complaints/praise feedback to be reported to and scrutinised by the
Failure to continuously improve leads to Committee and Board e y
A15 inefficiency and missed opportunities. NWINM 22216 | 3 | 18 |3)|mplementation and monitoring of an annual Continous Improvement Plan as 2)12(2|| @ ® Jan-22 Jan 2022: Similar to A2 - propose this be closed
part of the Service Specification between the Fund and Orbis
4) Support and Development Team in place to identify and implement areas for
improvement.
Rise in ill health retirements impact employer TREAT
e organisations paulTisval o ||, ] 6 | 2 1) Self-insurance implemented across the fund alilals ]2 Janp | Jan 2022: Trend analysis is required to understand this risk. Reports need
s 2) Reactive reposition investment strategy if necessary o be produced to substantiate the potential risk
Rise in inappropriate ill health retirements TREAT
at7 | adversely affects selfinsurance costs. [ Paul T/Siva [ , | |, | 4 | 4 1) Pension Fund monitors il health retirement awards which contradict IRMP olelals |+ 1 Jan 2022: Trend analysis is required to understand this risk. Reports need
! an-22 - > Mok
s recommendations to be produced to substantiate the potential risk
TREAT/TOLERATE
Siructurs) chenges in an employers 1) Administering Authority actively monitors prospective changes in membership.
membersiip or an empoyer fuly/nartally 2) Maintain knowledge of employer future plans.
ioeing the cchame. Eraployer tedice 3) Contributions rates and deficit recovery periods set to reflect the strength of the
transferring out of the pension fund or jmge‘:‘f(; ccizenean; of the covenant strength of employers are undertaken and
A18 | employer bodies closing to new membership. | Paul T [s{4|2[ e | 2| 18 n)dem‘m‘ ot e aronen s eng ploy! Y slal2|o|2] 18| oct2t
An employer ceases to exist with insufficient ! ity applied wi ppropri
e 5) Risk categorisation of employers implemented as part of 20169 actuarial
9 uacy valuation
6) Monitoring of gilt yields for assessment of pensions deficit on a termination basis;
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TREAT
The Pensions Payroll process had migrated 1) Develop an automated process whereby the Altair payment log updated by the
onto the Altair system from SAP in Nov 17. administration team, is then converted into a journal template on a daly basis. This
Unlike the SAP payroll process the manual is then processed onto SAP to ensure that all payments processed manually
emergency payments made outside of the through Altair are accounted for and payments are then subject to the standard Jan 2022: As stated below in October update, these controls are
monthly payroll do not integrate with our financial controls. now in place, with daily output reports for payments produced,
banking processes or offer sound financial picked up by finance and reconciled. There has been no instances
controls. This is due to these manual Coette of errors occuring this area.
A19 | payments not being accounted forinthe | 4"® 15121315 | 2 | 16 2|1]1] 4|2 Jan-22
financial system when they ocour and Oct 2021; Immediate payments and Admin to pay have provided tighter
therefore payments made are not able to be controls and there is now a process that is as close to fully automated as
checked. The fisk of errors in the current possible. The move to Unit 4 for Surrey County Council as its new payrol
process are increased by the core Altair and financial system may provide opportunities which will be explored.
payroll system not being integrated with the
BACS generator application meaning items
have to be recorded twice.
ot of P o et 1) A intorim Hoad of B hasb et
o
fuzo ) |RS S eikmsy dautc the orashicetione N [3[s]3] 8 [ 2 | 18 |5 Ratof oD of the intorim i o assictin the appo o = slafs|o|2] 18| van22 Remove
collestive knowledge-and-impact-on-decision- s
TOLERATE/TREAT
1) The Pension Fund Team can allocate additional funds / resources to mifigate the
; impact and avoid reputational damage. Jan 2022 A business case has been drafted and will shorlty be presented
A21 | McCloud Judgement - Impact on resources | Tom Lewis [ 313 | 2| 8 | 2 | 48 o 0 oonoced remedy will require additional resource and members whohave | | 2 [2] 8 | 2| 1© | Ja22 to Senior Officers to seek approval on preferred apporach.
already left il be prioriised.
(=t e Al et FOLERATE
Mo > couid-adverse 1) Engage with staff eadly-and to understand thei Pioh-should-bo-fod it
ithin-a fow. milos.of. County: Hall. y iderati
an-offce furthor away-may-resultin—
A22 | employees finding obs-olsewhere to— w f2]afs|s|2| . 2|afa|s|2] s | van2z Remove
staff-
TREAT
R :‘E_n)sme total backlog is recorded accurately (backiog should include cases in Jan 2022: I addition to the update laid out in in A3, backiog work
air). 2 > update
2) Ensure only completed BAU cases are recorded in Key Performance Indicators. areas are :e'"g :55(.“5‘.3" :;'""E: ith "': B?('I" S0 wek“" “’i':."y
3) Ensure total number of backlog cases is correctly recorded on the system and manage the reduction in these known backlog work areas. This
° s correc remains a top priority and with the LOBO now having left, our
presented accurately in the quarterly Administration Performance Report. : ; h ;
Colette 4) Continuously work towards improving the accuracy of the reported figures. flaxible Hub 5 will focus on clearing down old cases and high
Backlog cases are present within the Holands / 5) Backlog to be closely monitored by the management board. priority cases to support this.
A23 | administration system and require careful Clae  [2|z2[2|6 ]3| 1 2zf2|6 3] 8| van22 .
Tnanagement to see  reducton moving | Chambers / Oct 2021:The KP! reports now acurately show all work completed,
orrar o Loais pending or outstanding cases within the administration system. The
introduction of the new work allocation process (as outlined in the
administrtion/performance report) now ensures work i distributed by
tasks, looking at the week ahead, to give increased focus on delvering
BAU and tagretting backiog. This has bought about more transparency,
closer monitoring and tighter mangement control.
TREAT
1) Ensure the Fund's memorandum of understanding and privacy notice is
compliant with current legislation.
2) Regularly engage with the host authority IT team to ensure security protocols are Jan 2022: Recent review of the Pension Admin System has given
Failure to implement proper cyber security A up to date. reasoanble assurance that as a service we have tight security
A4 policies. Tom Lewis 213138 | 2 48 )\t intain a central registry of key partners’ business continity plans. TR Jan-22 controls. As part of our agreement with SCC IT, our system falls
4) Ensure staff are aware of their roles and responsibilties under Surrey's cyber within approved security levels.
security policy.
5) Ensuring members data s remotely and securely backed up.
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